|.T. Security Checklist

Complete this checklist to assess your organization’s security preparedness.

Essential Security for all Companies:

‘ # VCSO Strategic Do you have CISSP security expert leadership on

[ U ) Consulting staff or under continual engagement?

@3 Social A Do you practice continual social awareness
ocial Awareness . -

(&6 testing and training?

= . Do you perform a minimum of quarterly internal
Ig_i Security Assessments

= and external penetration test?
Incident Response Do you have an incident response team with
tested IRP’s ready when required?
y} Does your email protection include SPAM
[s;— Email Protection removal, content filtering, and advanced threat
=
measures?

Additional Security Services for companies with mobile and/or remote workers:
\/

Endpoint/Server Antivirus is dead. Do you have advanced
Protection protection?
z Do you have advanced malware protection with
%E@ Advanced Threat y . P
=5\ Forensics?

Additional Security Services for regulatory compliance-driven companies:

( Risk Assessment Have you had a risk assessment performed in the
past 12-18 months?

ARN
. Do you leverage Al to detect security risk in event
SOC-as-a-Service y g y

N logs, syslog’s, servers, and devices?

Need Assistance Completing This List or Improving Your Cybersecurity? Contact NetGain Today!
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